Password Processing in Just 1 Key

Your Just 1 Key password is salted and hashed each time it is used, to ensure that it is as difficult as possible for an attacker to derive an original password from a stored value or to guess an encryption key from a list of common passwords.  The password is processed using the following steps:

1. A SHA-1 hash algorithm is initialized

2. The hash algorithm is updated with the bytes of the salt.  The value of the salt varies depending upon the situation in which the password is being used.

3. The hash algorithm is updated with the bytes of the password, which is encoded using UTF-8 character encoding.

4. Steps 2 and 3 are repeated one after the other until a total of 1048576 (2 to the 20th power) bytes have been processed.  Note that processing may stop partway through the salt or password.

5. The hash algorithm result is the processed password.

The salt ensures that processed values for passwords cannot be re-used in multiple situations.  This prevents an attacker from pre-processing many common passwords and using the resulting values to attack many accounts or pieces of encrypted data.

The large number of bytes processed ensures that maximum computing time is required in order to process large numbers of passwords.  This prevents an attacker from easily launching attacks involving massive lists of common passwords on individual accounts or pieces of encrypted data.

All password processing occurs on the client computer in order to ensure maximum protection against the password being compromised at the server level.

Authentication in Just 1 Key

In order to log in to the Just 1 Key server, an authentication value derived from the password and username is passed to the server.  This value is generated by processing the password in the manner described above using the username (encoded using UTF-8 character encoding) as salt.  The value is encoded using base 64 encoding before being sent to the server.

Data Encryption in Just 1 Key

Your stored data is encrypted using the AES symmetric encryption algorithm in CFB mode with a 128-bit key.  The key is generated by processing the password as described above using a random 16-bit value as salt, and truncating the resulting output to the 128 leftmost bits.

The encrypted data is stored in a format as follows:

1. 2 bytes containing the random salt

2. 16 octets containing the randomly generated initialization vector for the cipher

3. The encrypted data, which continues until the end of the content

The bytes described above are encoded into text format using base 64 encoding.

All encryption and decryption operations occur on the client computer in order to ensure protection against the data being compromised at the server level.

Data Format in Just 1 Key

Before encryption, your data is encoded as a Java properties file, as in the following example:

Description.0=My Email Account

username.0=johnhouston

password.0=p%!!2.700

website.0=http://www.jhmail.com

notes.0=

description.1=My Bank Account

username.1=1312222

password.1=787288333

website.1=http://www.firstbankintown.com

notes.1=No longer used

At the end of the data, a 20 byte SHA-1 hash of the data is appended to ensure data integrity.  The hash value is considered part of the data and is encrypted with it as described above.

Definitions

AES A symmetric block cipher encryption algorithm.  http://csrc.nist.gov/CryptoToolkit/aes/
Base 64 encoding A means of encoding raw data into a text format.  http://www.faqs.org/rfcs/rfc3548.html
CFB A mode of operation for block ciphers.  http://csrc.nist.gov/publications/fips/fips81/fips81.htm
Initialization Vector A value used to initialize a mode of operation for a block cipher.  See CFB.

SHA-1 A secure one-way hash algorithm.  http://www.itl.nist.gov/fipspubs/fip180-1.htm
UTF-8 A means of encoding characters strings into bytes.  http://www.utf-8.com/
